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Backstory

How we pentested an organization...




Gaining admin access into Bitrix24 {ERe

2023




Finding open log.txt with admin creds {ERE

2023

)5
"ADMIN_NOTES® => *°

2
'PASSWORD' => '$6$T B
'CONFIRM_PASSWORD' => ‘1 ‘
'UF_DEPARTMENT® =>

array (
g => "'




AddMessage2log

PyHKUMA gobasnseT HOBYK 3anuck B log-dann. Nyt Ao danna (unu umsa ganna) pekomeHayeTcs aenarb YHUKanbHbIM B
pamMKax Ka)goro rnpoekra.

Ons paboTtbl pyHKUMKM Heobxoamumo, 4Tobbl 40 ee Bbi3oBa Obina onpeaeneHa koHctaHTa LOG_FILENAME, coaoepxaulas
abconTHbIN NYTb K log-thanny. Ecnu aTa KOHCTaHTa He onpeaeneHa, To PYHKUUSA He BbINONHAET HUKaKuX AEUCTBUN.
KoHcTtaHTa LOG_FILENAME npu HeobxoaumocTn onpeaenseTcs B HaYarne TekyLlen ctpaHuubl Unv B O4HOM 13 hannos:

e /bitrix/php_interface/dbconn.php
e /bitrix/php_interface/ID caumalinit.php

NMpuMepbl UCNONIb30OBAHUSA
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BTW...

Onpegenexve daiina nora no ymonyanuio log.txt - naneko He 6eaonacHsbiit cnocob6. KTo yroaHO MOXET OTKPbITb €ro Ha

BalLEeM caunTe.

Y10o6bl HUKTO HE MOT YUTaTb Ball J1Or, HA30BUTE ero OpUrnHalribHo:
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Maintain access

KomaHaHas PHP-cTpoka

Wmza: | AgMmusuctpatop

PHP-cTpoka (1)

[TponaBonbHbI PHP-cKpUNnT ANA BLINONHEHUA Ha cepBept
Qamunua:

cho shell_exec OTtyecTs0:
E-Mail: | catiwol273@yubua.com
Jlorun (MuH. 3 cumeona): | adminstr
1

Hoeeiln napone:

O4ncTuTh Otobpaxarte pesynsTaT BbINONHEHWUA KaK TeKCT ﬂo,qrsep:mewe HOBOro napona:




GCetting inside. How?

Problems:

= Failed to escalate privileges and
become

= Couldn't find any users passwords

= Bitrix24 administrator

Solution???

\
2
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GCetting inside. How?

Problems:

= Failed to escalate privileges and
become

= Couldn't find any users passwords

= Bitrix24 administrator

Solution!!!

= Chisel and Proxycains

\
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CVE-2022-43959

What it is...




AAMMHUCTPUPOBaHMe {3 Hacrpoiikn Q L Auppeit Yenukoe RU ~ £ @ Nowous -

Q
SFF

HacTpoiku ADI/LDAP

HacTponku
PepaktupoBaHue cepBepa #1

; WMabpaHHoe

Mons3oBatenu Cozgatb X Yoanutb

Monck
Cepeep Hactpoika nonei Ipynnebi CuHXxpoHu3auua

MpoakTneHan 3awmra

Hacrpoiika HTTPS HacTpoiiku cepsepa

) BanwoTbl
Koa: 1

o MocneaHee namenenne: 12.03.2023 21:14:18

Kypcel Bantot AxtueeH: ¥/
', AD/LDAP Haseanue: | Cepeep Active Directory

Ilokannzauyna Onucanne:

,, Obnako 1C-Butpukc
Ynpaenenue macwrabupoea

ObnauHble xpaHunuwia
Oomen gna NTLM aeTopuzauum:
HacTtpoiikn npogykra
Texkywuii norud none3oearena NTLM aeTopusaumum

(nomeH\noruH): He onpeaene

& WMHCTpymeHTh!

MpoBepka cACTeMbI Cepeep:nopt: | 192.168.0.173

MoHuTop KauecTea Tun nogkntouenna: | Bes wudposaHna v
HacTpoiss Sl anpos JNloruH nonb3oBarTens ¢ npagamu 4ocTyna Ha
YyTeHue K aepe.y | office\admin.bitrix
(e dhopmate norHH@AOMEH UNU JOMEH\NOTHH):
KomangHaa PHP-cTpoka
naponb: 0000000000 0CFCRRRRNNNS
PesepeHoe konupoBaHue




Hazeauue: | Cepeep Active Directory

OnucaHune:

Homen ana NTLM aeropuaayuu:

Texkywunit noruH nons3oearena NTLM aeropuaauyum

(aoMeH\NoruH): He onpepenen

Cepeep:nopr: | 192.168.0.173

Tun nogknioyenna:  bea wudpoaHna v
JloruH nonb3oBaTens ¢ npagamu 4OCTyna Ha
YyTeHue K aepeBy | office\admin.bitrix
(e popmate NnOrMH@AOMEH UNK JOMEH\NIOTHH):

MNaponb: | eeeeeeeccccccccccee

[lpoeeputb




p <div id="tabControl_tabs"™ class="adm-detail-tabs-block bx-fixed-top adm-detail-tabs-block-fixed"™ style="left: 321px; width: 1562px; top: epx;™> (=) </div>
w <div class="adm-detail-content-wrap™>
<input id="autosave_marker_2cd616f32976@6645b3143d698819e8e7" type="hidden” name="autosave_id" value="2cd616f3297606645b3143d698819e8e7">
p <script type="text/javascript™ (=) </script>
w<div id="edit1"™ class="adm-detail-content™ style="display: block;">
<div class="adm-detail-title">HacTpoiiku cepeepa</div>
w <div class="adm-detail-content-item-block™ style="height: auto; overflow-y: visible;">
w <table id="edit1_edit_table™ class="adm-detail-content-table edit-table™ style="opacity: 1;"™>
w <tbody>

p <t </t
P <t </tr>
P <t </tr>
p <tr class="adm-detail-required-field™> (=) </tr>
P <t </tr>
p <t </tr>
P <t </tr>
p <tr class="adm-detail-required-field™> (=) </tr>
P <t </tr>
p <tr class="adm-detail-required-field™> (=) </tr>
w <tr class="adm-detail-required-field">

<td class="adm-detail-content-cell-1">Naponb:</td>

<1
</td>
</tr>
P <t )</t
p <tr class="adm-detail-required-field™> (=) </tr>
p <t </t
P <t )</t
p <t )</t
p <tr> () </tr>
</tbody>
</table>
</div>
</div>
p <div id="edit2" class="adm-detail-content™ style="display: none;"> (=) </div>
p <div id="edit3" class="adm-detail-content™ style="display: none;">(=)</div>
p <div id="edit4" class="adm-detail-content™ style="display: none;">[=)</div>
<div class="adm-detail-content-btns-wrap™ style="display: block; height: 59px;"></div>
p <div id="tabControl_buttons_div" class="adm-detail-content-btns-wrap bx-fixed-bottom adm-detail-content-btns-fixed" style="left: 322px; width: 156@px;™>
(=) </div>
</div>
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w <td class="adm-detail-content-cell-r">
<input type="password" name="ADMIN_PASSWORD" size="53"
maxlength="255" value="Sup3rsS3cr3tP@sswerd”> |event

</td>

ﬂaponb: }.00.00..00.00.00
Wcnonb3oBate COXPBQEHHbIﬁ naposnb

MpeanoxnTe HaAEXKHbBIA NApPoNk...

[lpoeeputhb
YnpasneHne nornHamm

base DN):
DC=office,DC=secure

ox¥unaaHuAa
OB NoOWCkKa

Bcraeute

OM MOKCKE Bolaennts BCE

Wccneaosatb

OTMEeHHUTBL

WMccneaosate CBOICTBA NOAAEPHKKN AOCTYNHOCTY

\
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HacTtpouka npoaykra
«1C-BUTpukc24»

Hactpownku Active Directory

ANHEHWE aHOBNEHO yCnewHo

*Cepeep:nopt:

xAJIMMHVI(:T':)BTMBHblﬁ JIOFUH:
Haqaﬂo HachoﬁKM (NOMMH NONbL30BaTeENA C Np3aBamMn YTEHWUA N3

Directory B dopmare NormH@QoMeH unu goMeH\NormH)

[u3ainH butpukc24 .
*AOMWHUCTPATUEHBIW Naponk:

LiBeToBana cxema
*KopeHb gepeea (base DN):
(AnA YCTaHOBKW OrpaHWUyYeHnA Nno ogHoOMY unn
‘a IAHHbIX ooTeeTcTeyowme DN yepes

TOYKY C 3anATON)

(©) 1c-BurPMKC

© «butpHkc», 2023

192.168.0.173

office\admin_bitrix

MpoeepuTs

DC=office,DC=secure

DC-=office,DC=secure

www.1c-bitrix.ru | Texnogaepxka

NVO
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Admin Bitrix Properties ? X
P N N

General Address

Remote control
Member Of

Member of :
Name

Administrators
Domain Admins
Domain Users

Add...

Primary group:

: ~ — VFF
Account Profile Telephones  Organization 2 ONE
Remote Desktop Services Profile COM+ 2023

Dial4n Environment Sessions

Active Directory Domain Services Folder

office secure/Builtin
office secure/Users
office secure/Users

Remove

Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

19
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w <td class="adm-detail-content-cell-r">
<input type="password™ name="ADMIN_PASSWORD" size="53"
maxlength="255" value="Sup3rs3cr3tP@sswerd"> [event)
</td>

20



Vulnerable Versions

é

é

ligelng

lige]ng

to

to

(30.01.2023)

(19.02.2023)
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AD/LDAP nHTerpaums

Bepcusa 23.100.0
Hara obHoBneHus : 19 pespans 2023

e [Naponb agMUHUCTPaTopa Active Directory 6onblue He oTobparkaeTca Ha aAMUHUCTPATUBHDbIX

CTpaHnuax.
® ynquueH aJirocrpmnt™m reHepauum Nnaposd npm cCosaHnm nonb3oBaTenemn.

e Pa3zpaboTumkaM: HECKONbKO MeToaoB Knacca ClLdapUtil noMmeueHbl kKak deprecated v 6yayT yaaneHobl B

Bnmxanwmnx obHOBNEHUNSX.
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Attack Sequence

And its conseguences...




Attack Sequence

¢ ?
M

=z

VFF

LONE

2023

24



Attack Sequence
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Attack Sequence

T
2

[</>

<td class="adm-detail-content-cell-r">

<input type="password" name="ADMIN_PASSHW

maxlength="255" value="P@sswerd"> [event)

</td>

\
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Attack Sequence

T
2

[</>

<td class="adm-detail-content-cell-r">

<input type="password" name="ADMIN_PASSHW

maxlength="255" value="P@sswerd"> [event)

</td>

v

\
2
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L)
— = < / >
\ & 4 >
<td class="adm-detail-content-cell-r">
<input type="password" name="ADMIN_PASSHW
y®g _© maxlength="255" value="P@sswerd"> [event)
’ o - </td>

28



1t's definitely a vulnerability SEF_
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Consequences

@ Received information about the domain
@ Escalate privileges
@ Own Domain Controller

@ Own mail server

29
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Reporting Vulnerability

But with a few issues...

 — e —




Timeline SEF_

2023
O 05 September 2022 - Vulnerability discovered
g 21 September 2022 - Contacted with Bitrix24
X 25 October 2022 - Reporting in Mitre

W 27 October 2022 - Getting CVE ID

@ 19 January 2023 - CVE Publication
‘V 19 February 2023 - Vulnerability fix released

6 09 March 2023 - Received an email with a information about fix

31
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Responsible Disclosure

Find organization contacts

Request security contacts

Submit a preliminary vulnerability report
Request the ability to publish a vulnerability

Wait for the vulnerability to be fixed
Publish Vulnerability Report

Optional: Get a CVE

\
2
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WTF CVE? SEF_

2023

= CVE (Common Vulnerabilities and Exposures)
is a list of known vulnerabilities and security
defects

= The list is managed by the MITRE
organization

5

Common Vulnerabilities and Exposures

34
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Responsible Disclosure

I A i

e -
T
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B a;uu-m YacTb CallTa MOXET MonacTb TOMbKO aBTOpHB‘CBaHHbIﬁ

{2 nonb3oBatenb C aAMWH NpaBamu. M OH KOHEYHO MOXET YBU/IETH

§§ naponk nonb3osarena Active Directory.

; |4TO KacaeTcA MOMEHTA TOTO, YTO Maponb XPaHUTCA No (haKTy B
lOTKPBITOM BMZE, TO NO 3TOMY CYeTy €eCTb 3asABKy B OTAen

il pazpaboTok.
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Applying to MITRE

* Vulnerability type @ Other or Unknown

* Other vulnerability type @

nsufficiently Protected Credentials

* Vendor of the product(s) @

Affected product(s)/code base @

* Product

Through 22.200.200

[-] Remove [+] Add

Has vendor confirmed or acknowledged the vulnerability?

® Yes

) No

%FF
ONE

2023

* Version

Optional

38



FF
ONE

NVO,

Getting a CVE number

2023
Go to for:
t National Vulnerability Databa
o CVSS Severlty Rating e Fix Information e Vulnerable Software Versions « SCAP Mappings e
CPE Information
announc g a new security problem. When the candidate has been publicized, the details for this candidate will be
provided.
provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not
20221027 ord creation date may reflect when the CVE ID was allocated or
reserved, and does not necessarlly indicate when this vulnerability was discovered,
shared W|th the affected vendor, publicly disclosed, or updated in CVE.
Assigned (20221027)
" | 39




H secware-ru/ CVE-2022-43959 ' Public <X EditPins ~

<> Code {1 Pull requests ® Actions ® Security |22 Insights £e3 Settings
¥ master ~ F 1branch G 0 tags Go to file Add file ~
84 lymbin Update version and cvss. a83 Y esago W4«
[ READMEmd Update version and cvss. 8 minutes ago
[ password-view.png Update image 5n
[ password.png Update infc 5 months ago
= README.md

CVE-2022-43959

Bitrix Vulnerability CVE-2022-43959

Description

Insufficiently Protected Credentials in the AD/LDAP server settings in 1C-Bitrix Bitrix24 AD/LDAP
connector module before version 23.100.0 allow remote administrators to discover an AD/LDAP

administrative password by reading the source code of /bitrix/admin/Idap_server_edit.php.

CVSS
Level Score CVSS Link
Medium 49 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N link

& Unwatch 1

<> Code ~

v

?z? Fork 0 v % Starred 3 v

FF
ONE
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About 3

Bitrix Vulnerability CVE-2022-43959

W
®© Twa
k4

Packages

No pack
Publish your first package

ages published

40



NVD
Go to for:

CVE-2022-43959 Learn more at National Vulnerability Database (NVD)

* CVSS Severity Rating ¢ Fix Information ® Vulnerable Software Versions « SCAP Mappings ¢ CPE
Information

Insufficiently Protected Credentials in the AD/LDAP server settings in 1C-Bitrix Bitrix24 through 22.200.200 allow remote
administrators to discover an AD/LDAP administrative password by reading the source code of /bitrix/admin
/ldap_server_edit.php.

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not

to be complete.

—
(20 (2 (¥)]

MITRE Corporation

20221027 Disclaimer: The record creation date may reflect when the CVE ID was allocated or re:
and does not necessarily indicate when this vulnerability was discovered, shared with
affected vendor, publicly disclosed, or updated in CVE.

Assigned (20221027)




The final solution to the problem

Kog: 1
MocnegHee namenenne: 18.03.2023 15:28:57

AkTueeH: |v/
Haszeaume: | Cepeep Active Directory

Onucanue:

Homen ana NTLM aetopuzauyuu:
Tekywinit nornd nons3oeatena NTLM aeTopuaauumn (aomen\noruH): He onpegenex
Cepeep:nopr: | Idap://192.168.0.173
Tun nogknoyenna: | bea wndposanua v

JloruH nonb3o0BarTens ¢ npaeamu 4oCTyna Ha YTeHWe K AepeBy

office\admin.bitrix
(e popmate norMH@AOMEH MK AOMEHNIOTHH): :

MNaponb: WameHuts

lpoeEepuTb Nogkn4YeHue
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The final solution to the problem

PHP
JloruH nonb3oBarens ¢ npaegamu AocCtyna Ha

yTeHue K gepery | office\admin.bitrix
(e popmate norMH@AOMEH KU AOMEH\NOTHH):

Cepeep B

WcTopua 2000000000000 000000

MNapone: .
OtmeHa Wcnone3osate cox PaHEHHbIN N3aponb

[MpeanoxuTe HaAEXKHbBIA Naponb...
MnorenuTh NOAKNKYH

Ynpaenexnne normHammn
MpumeHnTHL OTmMeHUTb
Koncone [ Otnaguwmk Tl. Cetb {} Crnan m Mpodaiinep ﬁ MamaTtb 8 ApaHnnuwe ].' Mopaepxk
+ 2 ¥
P <tr> () </ A hov
P <t =)</t o
p <tr class="adm-detail-required-field™ (=) </tr> 1
P <tr> =)</t = Bcrasutb
p <tr class="adm-detail-required-field™> (=) </tr> -
w <tr class="adm-detail-required-field"> ~e 3
<td class="adm-detail-content-cell-1">Naponb:</td> ;1;,
w <td class="adm-detail-content-cell-r"> worka Bbigenwtb Bcg

w <div id="1dap-password-change-input-placeholder™> inpu
<input id="1ldap-password-change-input™ type="password” name="ADMIN_PASSWORD" size="53" -+ WccnepoeaTh CBOICTBA NOAREPXKKN AOCTYNHOCTH
maxlength="255" value=""> s

= fq

</div> ne Wccneaosats

input ldap-password-change-button button button U3MEHUTDb ]

display: non gvent E‘i w  bNoKMpOBaTh 3N1EMEHT.

<input id="1dap-password-change-cancel-button™ class="button™ type="button™ style="display: 3 P

block;™ value="OTmeHa"> [event ] ECEEac B
</td> To” et oae0s padding ©
/tr> Lo G iR) O 1@ 1 5 339x25

43
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Analyze CV

And how was it fixed...

2022-43959
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Frontend - |dap_server_edit.php

<tr class="adm-detail-required-field">
<td>NloruH nonbsoBaTena C npasamu JocTyna Ha uyTeHue K gepesy<br>(s PopmaTe noruHfigomeH wnum gomen\noruH):</td>
<td><input type="text" name="ADMIN LOGIN" size="53" maxlength="255" value="office\admin.bitrix"></td>
</tr>
<tr class="adm-detail-required-field">
<td>Naponb:</td>
<td><input type="password” name="ADMIN PASSWORD" size="53" maxlength="255" value="Sup3rS3cr3tP@sswlrd"”></td>
</tr>
<tr>
<td>&nbsp;</td>
<td><input type="submit" name="check_server” value="lposeputs” class="button"></td>
</tr>

45



<tr class="adm-detail- requlred fleld"
<td><?echo GetMessage ("LDAP E A DN
<td><input type="text" name ADMIN LOGIN"
1ze="53" maxlength="255"
value="<?=$str ADMIN LOGIN?>"></td>
</tr>

1ss="adm-detail-required- fleld”
<td><?echo GetMessage ("LDAP ED. \DM PASS"™) 2></td>
<td><input type="password" name= "ADMIN PASSWORD”

size= maxlength="255"
value="<?=$str ADMIN PASSWORD?>"></td>

</tr>

<tr>
<td>é&nbsp;</td>
<td><input type="submit" name="check server"
value="<?echo GetMessage ("LDAP I HECK") 2>
class="button"></td>

</tr>

Backend (before 23.100.0) - [dap_server_edit.php 2oNE

2023
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Backend (before 23.100.0) - Idap_server.php {ERE

2023

class __CLDAPServerDBResult extends CDBResult
function Fetch ()
if (Sres = parent::Fetch())

= CLdapUtil: :Decrypt (Sres["ADMIN

i
unserialize (Sres["]
ELD 1 "1))
= Array ()

47



Backend (before 23.100.0) - |dap_util.php

publlc static function Decrypt ($str, Skey=false)

publ:.c static function Crypt($str, Skey=false)
if (Skey===false) f (Skey===false)
_ . _ _ ‘ - o , Skey = COption::GetOptionString ("
COption: :GetOptionString ( ; Skev CLdapUtiT"BﬁnMDS(Skey)'
.yl = CLdapUtil::BinMD5 (Skey) ; o . T ' '
= base64_decode (55tr);

while (Sstr)
if (function exists(’

SIY Y S ! N5
sm = mb_substr($str, 0, r ) ; ‘ ‘ : - v - mb strlen(Sstr, "
5str = mb_substr (Sstr, , mb_strlen(Sstr, ") N5 N

2o

sm = mb_substr(Sstr,
5str = mb _substr(Sst

CLdapUtil: :ByteXOR (Sm, Skeyl, )5 Sres .= ( Util: :ByteXOR (Sm
.= Sm; oz I ,c"f i
= CLdapUtil: :BinMD5 (Skey.Skeyl.Sm) ; j keyl ' t1l::BinMDS (3key.

return Sres; return (base64_encode (Sres));
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[rootPlocalhost php_interfacel#t ls -la
total 32
drwxrwx--- 3 bitrix bitrix 4896 Mar 12 208:17 .
drwxrwx--- 29 bitrix bitrix 4896 Mar 12 21:11 ..
-rw-r--r-- 1 bitrix bitrix 116 Mar 12 19:47 after_commect_d7.php
“-rw-r----- 1 bitrix bitrix 1829 Mar 12 15:31 dbcomn.php
-rw-rw---- 1 bitrix bitrix 1875 Aug 8 2819 dbcomwn.php.crm.orig
-rw-rw---- 1 bitrix bitrix 991 Aug 8 2619 dbconm.php.orig
-rw-r--r-- 1 bitrix bitrix 13 Mar 12 19:47 .htaccess
drwxr-xr-x 5 bitrix bitrix 4896 Mar 12 19:53 include

[root@localhost php_interfacel#
[rootPlocalhost php_interfacel## cat dbconn.php

{7

def ine ("DBPersistent"”, false):;
SDBType = “"mysql"’;

SDBHost = “localhost";

SDBLogin = ’bitrix8’:

SDBPassword = ’W29a4p jSGgaTqTddHILX’ ;
SDBName = “sitemanager":

SDBDebug = false:

SDBDebugToFile = false:

49
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i 1 1 2823-83-12 21:14:18 | Cepeep Active Directory i i ¢ i 192.168.8.173 i 389 | officeNadmin.bitrix i UzUTBUEHIehBXow UfRdHS5gv
sf}== i DC=off ice,DC=secure i (objectCategory=group) i dn i sAMAccountName i NULL i (&(ob jectClass=user)(ob jectCategory=PERSON)) | sama
ccountname i givenName i sn i email i memberof i N : NULL i NULL i Y
i 5 1 a:19:{s:6:"ACTIVE";s:208: "UserﬂccountCOntrol&Z" s:5:"EMAIL":;s:5:"email":s:4:"NAME" ;s:9: "givenName":s:9:"LAST_NAME" ;s:2: ;s:12:"PERSONAL

WY s 11 uHHHomePage ;s:14:"PERSONAL_PHONE" ;s :9:"homePhone" :s:15: "PERSONAL_MOBILE":s:6:"mobile";s:15:"PERSONAL_STREET":s:13: "Streetﬁddress ;s:16: "PERSONAL_MA
ILBOX";s:13: posthflceBox - 13 YPERSONAL_CITY":s:1:"1";s:14:"PERSONAL_STATE":s:2:"st":s:12:"PERSONAL_ZIP":s:18:"postalCode":s: 16 "PERSONAL_COUNTRY":s:1:"c";s:
12 :"WORK_COMPANY":s:7:"company" ;s :15: "WORK_DEPARTMENT" :s:18: "department"”:s:13:"WORK_POSITION":s:5:"title":s:10:"WORK_PHONE":s:15:"telephoneNumber" ;s :8: "WORK_FAX
";s:24:"facsimileTelephoneNumber":;s:11:"ADMIN_NOTES":;s:11:"description”:} | NULL i NULL i N i NULL ¢

i N i whenChanged i NULL i NULL i 168 | 51 5 i NULL i
NULL

lNocneguune Tabnuusi (1)

ID TIMESTAMP_X NAME DESCRIPTION CODE ACTIVE SERVER ADMIN_LOGIN

12.03.2023 21:14:18 Cepeep Y 192.168.0.173 office\admin_bitrix ~ VzUTSUEHIehBXow/UfRdH5gvsQ==
Active
Directory
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What's new in 23.100.07 |dap_util.php

public static function Decrypt($str, Skey = false)

nall : (string) Skey;

decrypt((string) $stx, Skey):

public static function Crypt($str, Skey = false)

nall : (string) Skey;

ption: :encrypt((string)$ skey) ;

20NE
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What's new in 23.100.07 Encryption.php

null): string

Skey S ?? \COption: :GetOptionString
Skevyl : :binMdS5 (Skey) ;
Sres =

while ($str)

mb_substr(Sst:, - - BSC ) ;
= mb substr($str, - mb_strlen(SStr,

w =
ct
o B ||

10
]

0y 4 40 4N

.= self: 'b"teﬁorf3n, Skeyl, ) :
1f: :binMdS (Skey . Skeyl

N KM
10
le
}

= 3€

return base6d4 encode (Sre




What's new in 23.100.07 Encryption.php

nall): string

: :binMdS (Skey




What's new in 23.100.07?

function LdapChangePasswordHandler ()

{
const changeButton = document.getElementById(']
const cancelButton = document.getElementById(’ pP—pé
const inputPlaceholder = document.getElementById(']l

if (!changeButton)
{

return;

}

changeButton.addEventListener ('
changeButton.style.display =
cancelButton.style.display
inputPlaceholder.innerHTML =

document.getElementById ('
})

cancelButton.addEventListener ('
changeButton.style.display =
cancelButton.style.display
inputPlaceholder.innerHTML =
b))
}

LdapChangePasswordHandler () ;
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This Is also a problem

It's yours...




Behavior before 23.100.0

3958 441.768975 10.8.1.56 192.168.0.175 -+ 80 [ACK] Seq=3426 Ack=5@8 Win=261888 Len=1287 [TCP segment of a reassembled PDU]
3959 441.768975 10.8.1.56 192.168.0.175 /bitrix/admin/ldap_server_edit.php?lang=ru&ID=1 HTTP/1.1 (application/x-www-form-urlencoded)
3960 441.773509 192.168. 10.8.1.56 TCP 60 30 » 5218 [ACK] Seq=5@8 Ack=2139 Win=33920 Len=0
3961 441.817256 192.168. 10.8.1.56 TCP 60 380 » 5218 [ACK] Seq=508 Ack=3426 Win=363864 Len=0
3962 441.817303 192.168. 10.8.1.56 TCP 60 80 » 5218 [ACK] Seq=5@8 Ack=4713 Win=39680 Len=0
1
1

2]
0.
2]
2]

3963 441.817314 192.168. 10.8.1.56 TCP 60 30 » 5218 [ACK] Seq=508 Ack=5431 Win=42240 Len=0
3964 44171 849822 192 .168.4.175 14.8.1.56 ICP 1341 8A » 5218 [ACK] Sea=5A8 Ack=5431 Win=4224@ |en=1287 [TCP sesment of a reassemhled PDUI
Transmission Control Protocol, Src Port: 5218, Dst Port: 8@, Seq: 4713, Ack: 508, Len: 718 . dmin.bit rix&ADMI
[4 Reassembled TCP Segments (4579 bytes): #3956(1287), #3957(1287), #3958(1287), #3959(718)] N_PASSWO RD=5up3r
Hypertext Transfer Protocol S3cr3tP% 40sswerd
HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: “"sessid" = "1788a259577f1072562e6835effb9596"
Form item: "filter" = "Y" Az
Form item: "set_filter" = "Y" ¢ 63 E_DN=DC%
Form item: "autosave_id" = "2cd61613297606645b3143d698819e8e7" 3Doffice ¥2CDCX3D

Form item: "ACTIVE" = "N" secure&L DAP_OPT_
Form item: "ACTIVE" = "Y" TIMELIMI T=1@0&LD

Form item: “"NAME" = "Cepsep Active Directory” AP_OPT_T IMEOUT=5
&LDAP_OP T_NETWOR

Form item: "DESCRIPTION" = "" K_TIMEOU T=5&MAX

Form item: "CODE" = "" : PAGE_SIZ E=1000&C
Form item: "SERVER" = "192.168.0.173" " o - - ONVERT_U TF8=Y&GR

» " ) . » - -
Form item: "PORT" = "389" P‘D. -I ” -OG I “ O f? 1Ce\ ad?' in. b lt riXx OUP_FILT ER=%28cb
Form item: "CONNECTION_TYPE" = "@" — jectCate gory%3Dg
Form item: "ADMIN_LOGIN" = "office\admin.bitrix" " Ay A n . o » 9}' * ,-d » roup%29& GROUP_ID
Form item: "ADMIN PASSWORD" = "Sup3rS3cr3tP@sswerd” =D AIN_pMSShORD Su p 3 rS3C r Bt pL » "“’e' _ATTR=dn &GROUP_N
Form item: "check_server" = "Mposeputb"” " - o 00 . il il =5A‘-';Aclco
Form item: "BASE_DN" = "DC=office,DC=secure” c ".c C k S c »'-\/'c r ﬂp 08 cp HT b Iu\[g;::m:i ?2225;;?1
Form item: "LDAP_OPT_TIMELIMIT" = "l1@@" - _ _FILTER= %28%26%2
Form item: "LDAP_OPT_TIMEOUT" = "5" H 8objectC lass¥3Du
Form item: "LDAP_OPT_NETWORK_TIMEOUT" = "5" ser%29%2 8objectC
Form item: "MAX_PAGE_SIZE" = "10@0" ategory®¥ 3DPERSON
Form item: "CONVERT_UTF8" = "Y" %29%298U SER_ID_A
Form item: "GROUP_FILTER" = "(objectCategory=group)” ' TTR=sama ccountrvna
Form item: "GROUP_ID_ATTR" = "dn" :;i‘ﬂi;gg fi?;ﬁ;’;g
Form item: "GROUP_NAME_ATTR" = "sAMAccountName" ) _DEPARTM ENT_ATTR
Form item: "GROUP_MEMBERS_ATTR" = "" RUSER_M ANAGER A
Form item: "USER_FILTER" = "(&(objectClass=user)(objectCategory=PERSON))" TTR=&MAP ¥%5B@¥%5D%
Form item: "USER_ID_ATTR" = "samaccountname” SBUSER%5 D=ACTIVE
Form item: "USER_GROUP_ATTR" = "memberof” &MAP%5B@ %5D%5BLD
Form item: "USER_DEPARTMENT_ATTR" = "" AP%5D=Us erAccoun

. " " tControl %262&MAP
F : R_MAN R_ATTR" = " P "
orm item USER_MANAGER_A %5B1%5D% SBUSERYS




Behavior in and after 23.100.0

7311 1584.322959 10.8.1.56 192.168.0.175 TCP 5338 » 8@ [ACK] Seq=17625 Ack=205435 Win=261888 Len=1287 [TCP segment of a reassembled PDU]
7312 1504.322959 10.8.1.56 192.168.0.175 TCP 5338 » 8@ [ACK] Seq=18912 Ack=205435 Win=261888 Len=1287 [TCP segment of a reassembled PDU]
7313 1504.322959 10.8.1.56 192.168.0.175 HTTP 826 POST /bitrix/admin/ldap_server_edit.php?lang=ru&ID=1 HTTP/1.1 (application/x-www-form-urlencoded)
7314 1584.326036 192.168.0.175 10.8.1.56 TCP 60 80 » 5338 [ACK] Seq=285435 Ack=18912 Win=75@08 Len=0
7315 1504.379666 192.168.0.175 10.8.1.56 TCP 60 80 » 5338 [ACK] Seq=205435 Ack=20971 Win=8@512 Len=0
7316 1504 . 398911 192.168.0.175 14.8.1.56 ICP 1341 82 » 5338 [ACK] Sea=2@5435 Ack=2R971 Win=RAS512 1en=1287 [TCP seement aof a reassemhled PDU1
Frame 7313: 826 bytes on wire (6608 bits), 826 bytes captured (6688 bits) on interface \Device\NPF_{D8EA7856-72D9-489F-A33C-8B1BODB67E70}, id @ ¢ 43 6] . 5Cadmin. bitrixal
Ethernet II, Src: @0:ff:d8:ea:78:56 (@0:ff:d8:ea:78:56), Dst: @08:ff:d9:ea:78:56 (@0@:ff:d9:ea:78:56) 24
Internet Protocol Version 4, Src: 18.8.1.56, Dst: 192.168.0.175
Transmission Control Protocol, Src Port: 5338, Dst Port: 80, Seq: 20199, Ack: 285435, Len: 772
[4 Reassembled TCP Segments (4633 bytes): #7310(1287), #7311(1287), #7312(1287), #7313(772)]
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "sessid" = "1788a259577f1072562e6835effb9596"
Form item: "filter™ = "Y"
Form item: "set_filter" = "Y"
Form item: "autosave_id" = "2cd616f3297686645b3143d698819e8e7"
Form item: "ACTIVE" = "N"
Form item: "ACTIVE" = "Y"
Form item: "NAME" = "Cepsep Active Directory”
Form item: "DESCRIPTION" = ""
Form item: "CODE"™ = ""

Form stems “poRTn < w3z "TADMIN LOGIN™ ‘office\admin.bitrix”

Form item: "CONNECTION_TYPE" = "@"

, item: "ADMIN_LOGIN" = "office\admin.bitrix” 1 AN A X " - o d"
R ADMIN_PASSWORD" = "Sup3rS3cr3tP@sswor

o
w

k_server
=%DO¥9F% D1%80%D0O
¥BEXDOXB 2%DOXB5X
D1%8e%De %¥B8¥D1%3
2%D1%8C+ ¥DOXBFXD
OXBEXDO% B4XDOXBA
%DOXBBXD 1X8EXD1X
87%DO%BS XDOXBDXD
0%B3%D0% BS&BASE_
DN=DC¥3D office¥2
CDC%3Dse cure&LDA
P_OPT_TI MELIMIT=
1@0&LDAP _OPT_TIM
EOUT=5&L DAP_OPT_
NETWORK_ TIMEOUT=
S&MAX_PA GE_SIZE=
1@00&CON VERT_UTF
8=Y&GROU P_FILTER
=%28obje ctCatego
ry%3Dgro up%29&GR
OUP_ID_A TTR=dn&G
ROUP_NAM E_ATTR=s
AMAccoun tName&GR
OUP_MEMB ERS_ATTR
=&USER_F ILTER=%2
8%26%280 bjectCla
ss¥3Duse r¥%29%28o0
bjectCat egory%3D
PERSON¥%2 9%29&USE
R_ID_ATT R=samacc
ountname &USER_GR
OUP_ATTR =memberc
f&USER_D EPARTMEN
T_ATTR=& USER_MAN
AGER_ATT R=&MAPXS
BO¥5DXS5B USER¥S5D=
ACTIVE&M APX5BOXS

nH v o ﬁ Now ﬁ NN W RN
<N ® Owun v n nooNnm

Form item: "check_server” = ;2poBeprb nogxknwyeHue” - - - -
Form item: "BASE_DN" = "DC=office,DC=secure” h ~ k - ™y r r‘ - -— .
Form item: "LDAP_OPT_TIMELIMIT" = "1@@" cnec - ervel 'p(-’ BCPUTD OL KAQHENHE
Form item: "LDAP_OPT_TIMEOUT" = "5" l vosw £o 22 23 %2 2z
Form item: "LDAP_OPT_NETWORK_TIMEOUT" = "5" ‘ 32 36 25 32
Form item: "MAX_PAGE_SIZE" = "1000" A

: " > . " o 65 63 74
Form item: "CONVERT_UTF8" = "Y 52 53 af
Form item: "GROUP_FILTER" = "(objectCategory=group)” 49 44
Form item: "GROUP_ID_ATTR" = "dn" 6e 74
Form item: "GROUP_NAME_ATTR" = "sAMAccountName" se 5f
Form item: "GROUP_MEMBERS_ATTR" = "" 55 53
Form item: "USER_FILTER" = "(&(objectClass=user)(objectCategory=PERSON))" 41 54
Form item: "USER_ID_ATTR" = "samaccountname" 45 52

: " " " " 2 5 3 5
Form item: "USER_GROUP_ATTR" = "memberof ; 54

N aOFE-huun

[V S Y ] ﬁ nownws oo
AN O NV RN B h OV

Form item: "USER_DEPARTMENT_ATTR" = "" 35 42 D¥SBLDAP %5D=User
Form item: "USER MANAGER ATTR" = "" ’ 2




Conclusions SEF_

2023

In this presentation, we showed that such a simple problem with
storing the AD/LDAP administrator password in clear text in the Bitrix24
admin panel can lead to compromise of your entire internal
infrastructure.

We thank Bitrix24 specialists for the prompt elimination of this security
problem and for the time devoted to us.

We recommend that all Bitrix24 users update the AD/LDAP integration
module to version 23.100.0.

In addition, it is mandatory to configure HTTPS for your Bitrix24 server.
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