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Whoami

@lymbin and @Avd97 

§ Security Researchers in Secware

§ Organizers and speakers in Defcon Penza

@defcon58
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Agenda

§ Backstory

§ What is CVE-2022-43959?

§ Analyze CVE-2022-43959

§ Attack Sequence

§ Reporting Vulnerability

§ Bonus



Backstory
How we pentested an organization...
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Gaining admin access into Bitrix24
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Finding open log.txt with admin creds
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BTW…
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Looting



10

Maintain access
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Getting inside. How?

§ Failed to escalate privileges and 
become root

§ Couldn't find any users passwords

§ Bitrix24 administrator is not a domain 
user

Problems:

Solution???
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Getting inside. How?

§ Failed to escalate privileges and 
become root

§ Couldn't find any users passwords

§ Bitrix24 administrator is not a domain 
user

Problems:

§ Chisel and Proxycains

§ Vulnerability in AD/LDAP integration module

Solution!!!



CVE-2022-43959
What it is…



14



15



16



17



18



19



20



21

Vulnerable Versions

§ Kernel Module

from 22.0.300 to 22.600.0 (30.01.2023)

§ AD/LDAP connector

from 21.0.0 to 23.100.0 (19.02.2023)
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Patch



Attack Sequence
And its consequences...
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Attack Sequence
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Attack Sequence
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Attack Sequence
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Attack Sequence
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Attack Sequence
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It's definitely a vulnerability

§ Received information about the domain

Consequences

§ Escalate privileges

§ Own Domain Controller

§ Own mail server



Reporting Vulnerability
But with a few issues...
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Timeline

§ 05 September 2022 – Vulnerability discovered

§ 21 September 2022 – Contacted with Bitrix24

§ 25 October 2022 - Reporting in Mitre

§ 27 October 2022 – Getting CVE ID

§ 19 January 2023 – CVE Publication

§ 19 February 2023 – Vulnerability fix released

§ 09 March 2023 – Received an email with a information about fix
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Responsible Disclosure

§ Find organization contacts

§ Request security contacts

§ Submit a preliminary vulnerability report

§ Request the ability to publish a vulnerability

§ Wait for the vulnerability to be fixed

§ Publish Vulnerability Report

§ Optional: Get a CVE
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WTF CVE?

§ CVE (Common Vulnerabilities and Exposures) 
is a list of known vulnerabilities and security 
defects

§ The list is managed by the MITRE 
organization
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Responsible Disclosure
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Responsible Disclosure
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Responsible Disclosure
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Applying to MITRE
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Getting a CVE number
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The final solution to the problem
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The final solution to the problem



Analyze CVE-2022-43959
And how was it fixed...
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Frontend - ldap_server_edit.php
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Backend (before 23.100.0) - ldap_server_edit.php
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Backend (before 23.100.0) - ldap_server.php
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Backend (before 23.100.0) - ldap_util.php
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Database
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Database
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What's new in 23.100.0? ldap_util.php
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What's new in 23.100.0? Encryption.php
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What's new in 23.100.0? Encryption.php
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What's new in 23.100.0?



This is also a problem
It’s yours...
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Behavior before 23.100.0
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Behavior in and after 23.100.0
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Conclusions

In this presentation, we showed that such a simple problem with 
storing the AD/LDAP administrator password in clear text in the Bitrix24 
admin panel can lead to compromise of your entire internal 
infrastructure. 

We thank Bitrix24 specialists for the prompt elimination of this security 
problem and for the time devoted to us. 

We recommend that all Bitrix24 users update the AD/LDAP integration 
module to version 23.100.0. 

In addition, it is mandatory to configure HTTPS for your Bitrix24 server.




